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Overview of Occupational Fraud

What it is, how much, & how perpetrated
Use ACFE data to understand

Include some data for government only

Frameworks used to understand fraud
Actors and actions

Anti-fraud measures — preventive & detective
lllinois cases and examples

I |L..NOLs
SPRINGFIELD



-
\\\\\

CFES ESTIMATE THE TYPICAL ORGANIZATION
LOSES 5% OF ANNUAL REVENUES TO FRAUD
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#%° 2018 Report to the Nations (RTTN) on
Occupational Fraud and Abuse

Examined almost 2,700 cases 55% Of cases reported
in 125 countries
less the 200,000 loss,

Cumulative losses for those with median loss of

cases were more than $130,000

>7 billion 22% losses =

S1 million or more

Anecdotal evidence
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Occupational Fraud: What it is and How

FIG. 4 Occupational Fraud and Abuse Classification System (the Fraud Tree)
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Financial Statement Fraud
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Corruption: 38% of the cases

Median loss = $250,000

‘ TOP RED FLAGS ‘

IN CORRUPTION CASES
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Corruption
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Asset Misappropriation

$114,000
kbt

- DID YU TAKE Some
susmmnse gl 0 )

THECEd D55
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of cases
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Risk - that 4 letter word
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FIG. 6 What asset misappropriation schemes present the greatest risk?

Register disbursements
$29,000 (3%)
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o FIG. 29 What are the most common occupational fraud schemes in high-risk departments?
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-=="_FIG. 28 What departments pose the greatest risk for occupational fraud?
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' Q:\\\ FIG. 22 What are the primary internal control weaknesses that contribute to occupational fraud?

/

Lack of competent personnel in oversight roles 8%

Lack of independent checks/audits 4%

Other 6%
Lack of employee fraud education 2%
Lack of clear lines of authority 2%
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[ OF CASES | '1|L|IL I:LIFLun

These

RED FLAGS

have been the most common in
every one of our studies dating
back to 2008, with a remarkably
consistent distribution
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Fraud within government

All data taken from 2018 RTTN — Government edition
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FIG. 85 What are the most common occupational fraud schemes in the United States?
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FIG. 2 What are the most common occupational fraud schemes in government agencies?
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FIG. 9 How is occupational fraud initially detected?
FIG. 3 How is occupational fraud initially detected in government agencies?
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TIPS
are by far the most common Government

initial detection method.

de

without hotlines

. : N\ N\
were three times as likely L : 'l 7[%] 15[]/[]

four times as likely

Teleph are most popular, but

whistleblowe e various reporting mechanisms H[]T ALL TEFS [:[IME
THROUGH HOTLINES

Telephone hotline Mailed letter/form

Email Other
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What frameworks help make sense of this?
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Donald Cressey in the 1950s

The Fraud Triangle

The explanation
embraced by the
external audit
literature (AU-C
Pressure 240, ISA 240)
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R In 2004, David T. Wolfe & Dana R. Hermanson
published

The Fraud Diamond el .
=Position/function

Incentive Opportunity
*Brains
=Confidence/ego

=Coercion skills

=Effective lying

*"|[mmunity to stress
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Distinguish the “actor” from the “action”
Crowe
Horwath
Fraud Copyright 2019 Jonathan T. Marks
Pentagon Triangle of Fraud Action

Albrecht, et.al. Fraud Examination 2006, 2012
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" ABC Model

*Bad Apple
—Personality characteristics

*Bad Bushel

—Group dynamics of collusive
behavior

*Bad Crop

—Cultural or societal factors
Morrison, Koletar, 2009

Ramamoorti



Reversal Theory of Motivation

Serious Conforming Mastery Self
Future Goals, Achievement Belonging, Rules Power, Ability Self-Oriented
Values ambition & future focus Values tradition & duty Values control & strength Yalues self-reliance & own needs
Avoids arousal, nsk & anxiety Seeks group identity Seeks competence & prnide Takes personal responsibility

MEANS-ENDS RULES
Does motivation come from Are rules, traditions,
achieving the goals or and expectations
experiencing the process? supportive or restrictive?
Playful Rebellious Sympathy Other
Process, Passion & Fun Freedom, Change Relationship, Care Other-Oriented
Moment driven & present focused Rules seen as restrictive “alues compassion Walues giving & generosity
Seeks excitement to avoid boredom  Values innovation & change Seeks personal connection Focused on others’ needs
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Reversal Theory of Motivation

Values of the Eight Motivational States  Impact on Fraud Motivation

Source: © Apter International. Used with permission.

Serious
" Achievement

@ @ o

ll  Individualisn 5 Collectivism et

Symmlny%@ Rebellious

Conformin

Playtul

WL Mo

. Serious — need for money 5. Mastery - beating the

d‘ue to dire financial system
circumstances 6. Sympathy - form of self
Playful - thrill of the chase indulgence
Conforming - everyoneis 7. Self - personal gain
doing i 8. Other - using gains for

. Rebellious - pleasure of one’s family
being bad

Rand Gambrell (May 3, 2017). BKD Forensics Institute Webinar — Psychology of Fraud
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Sparkmg a debate

=2 articles that year

When Reckless Executives Become
Dangerous Fraudsters: Reward Structures and
Auditing Procedures Need to Be Reformed to
Deter ‘Dark Triad’ Personalities

2016 Max Block Award Winner: Outstanding

Article in the Area of News & Views/Opinion

Finding®Brormal Types
within the Executive Ranks
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Beg to disagree

*There Is No Financial Fraud Personality
Type by Jeffrey Borenstein, MD,
Psychiatrist, and Arthur J. Radin, CPA

=“Until the brain is better understood,
we believe that trying to define dark
triad individuals is another step in the
failed attempt to define criminals based

on non-experiential information.”
MACHIAVELLIANISM -May 2017
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ANTHFRALD

MEASURES:
PERPETRATORIS)

The Fraud Triangle | FiFraud) 11 Anti-fraud | |F[F¢||:mqn| | The Trangle of Fraud Action |

Figure 2: A meta-model of fraud and white-collar crime (adapted from The Evolution of Fraud Theory,
by Jack Dominey, A. Scott Fleming, Mary-Jo Kranacher and Richard A. Riley Jr., “Issues in Accounting
Education,” Volume 27, Issue 2, May 2012.
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Internal Controls

jﬁ jﬂ *Widely used model

from COSO

—Contains 5 components

lm_ ;
A1

oriin ivities
*Committee of Sponsoring Organizations 1985, 1992, 2013
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Fraud Risk Management Process

Establish a fraud
risk managemeant
policy as part of
organizational
governance

Monitor the fraud risk Perform a
management process, comprehensive
report results and fraud risk

improwve the process assessment

Establish a fraud
reporting process and
coordinated approach

to investigation and
corrective action

Select, develop and
deploy preventive
and detective fraud
control activities

COSO/ACFE, September 2016
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_._-:‘0‘ FIG. B How does the presence of an anti-fraud control relate to the median loss and duration of fraud in

FIG. 7 What anti-fraud controls are the most common in government agencies? it nil
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“ Corruption

“ Conflicts of Interest

. Purchasing Schemes

Purchasing Schemes Data Analytics Tests

if‘n o
Compare purchasing rates for similar products by vendor to identify if products were purchased at higher rates. M es t.“

Compare purchases by ordering clerk for each vendor and product to identify vendor preference patterns.
Compare the total number of contracts by vendor to identify the presence of any bid-rotation activity.

Determine the average value of contracts awarded per vendor to identify if high-dollar contracts are awarded
systematically.

Analyze whether any significant charitable and social contributions are linked to contract awards.
Lock for one-time vendors or vendors with expedited payments.

Compare employee names, addresses, and account infermation to vendor master information to identify potential conflicts
of interests or hidden relationships.

UNIVERSITY OF
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More Data Analytic Tools

=Moving beyond the Corruption =Asset Misappropriation - Billing
example for Purchasing.... scheme: Extract vendors with
incomplete profiles, especially those
with missing telephone numbers or tax
ID numbers.

=Kickbacks: Analyze the free-text
payment descriptions for high-risk
keywords such as "expedite fee,"
"facilitation payment," or government
liaison names.

=Financial statement fraud- Revenue
Identify revenue recognized at period-
end and subsequently reversed or
partially reversed.

http://www.acfe.com/fraudrisktools-tests.aspx
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Fraud Risk Assessment Scorecard

Fraud Risk Governance Area, Factor, or Consideration Score Notes
INVOLVING APPROPRIATE LEVELS OF MANAGEMENT

Cwr fraud risk assessment team includes all appropriate levels of management and . O *
internal and external sources to assess fraud throughout the organization.

Our risk assessment team includes resources such as:
« Accounting/finance personnel
« Non-financial business unit and operations personnel //
» Information technology personnel . i} -5 u II
« Risk management personnel S
« legal and compliance personnel

" 1 e e I o
= Internal audit personnel '\Qg
« External consultants, if expertise is not available internally T —y

Management, senior management, business unit leaders, and significant process owners
participate in the risk assessment seeing as they are ultimately accountable for the . ﬁ
effectiveness of our organization's fraud risk management efforts.
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O Risk Assessment Templates with Follow-up tools
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http://www.ephemeraha.com/rita
if interested in self-study of Dixon fraud

STUDY THE LARGEST U.S. MUNICIPAL FRAUD EVER

The U.S. Marshals Service held a live auction in Dixon, lllinois on September 23-24, 2012, to sell more than 300 quarter
horses and horse-related equipment belonging to Rita Crundwell  Rita was charged with embezzling $53 million from the city
of Dixon, eventually pleaded guilty, and is currently serving a nearly 20-year sentence. The auctions raised millions of
dollars to be returned to the citizens of Dixon lllinois

Home page photo used under Creative Commons License as provided by Shane T McCoy/U S. Marshals

This website accumulates and highlights information: photographs, legal documents, financial documents, videos, press releases, and news reporis. All of these materials are available
free of charge to be used to stimulate discussion in fraud-related classroom studies

An examination of this case will show that $53 million can get you 201

Financial Resources History and Background Legal Documents || Citizens of Dixon
Resources Related to Rita's q The 4-legged .
Empire What People Were Saying Beauties Observations

Click on the Course of Interest

Auditing

Governmental and Not-for-Profit Accounting
Introductory Accounting Classes

Fraud and Forensic Accounting

Ethical Dilemmas
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R Disposition of Seized Horses In
U.S.A. vs. Rita A. Crundwell
P - ot ~ ”_

o

“Before” “Good | Will Be”
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An example of
misappropriated assets
— fictitious vendor
scheme
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